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Introduction

This document is prepared by SalamanderSoft Ltd to answer customer queries around our GDPR obligations,
technical and organisational measures and the Data Protection Compliance framework at SalamanderSoft Ltd.

Please note the Data Processing Agreement also covers a wide range of topics such as responsibilities, the
categories of data collected, data storage and details regarding sub-processors.

GDPR Compliance Framework

GDPR Requirements

Is SalamanderSoft a Data Controller or a Data Processor when providing a service to customers?

SalamanderSoft is the Data Processor with regards to all the services provided to customers and only acts
on the instructions of the customer (Data Controller).

Who is the Data Owner with respect to customer data?

The Data Controller is the Data Owner as they control the data and the purpose(s) of processing.

Do you have a Data Protection Officer (DPO)?

SalamanderSoft has an appointed DPO in compliance with the GDPR requirement. To contact the DPO or for
any GDPR related queries please contact us on: dataprotection@salamandersoft.co.uk

Where are your privacy statements displayed?

You can access our privacy statements at https://www.salamandersoft.co.uk/privacy

Where should Data Subject Access Requests (SARs) go?

If you have received a SAR and require our assistance or wish to make a SAR please email us at
dataprotection@salamandersoft.co.uk .

What steps have you taken to establish a GDPR compliance framework within your organisation?

We have embedded GDPR in our organisation, ensuring:

e All staff have been made aware of GDPR and their role and responsibilities as a data processor. With
records of training forming part of our audit process.

e Where applicable, identified risks have been minimised by order of priority (risk score).
e Copies of our Policies and Procedures have been published internally.

e Privacy Notices have been updated and are publicly available on our website.

Have you had any data breaches in the last 12 months which you had to report to the Information

Commissioners Office (ICO)?
No.

What type of processing activities will be carried out?

SalamanderSoft is responsible for carrying out the processing activities agreed between SalamanderSoft and
the Customer. These typically involve synchronising data between 2 or more of the customer’s systems.
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How do you ensure the confidentiality and security of the personal data shared with you for carrying out

processing activities?

We are accredited to ISO 27001, the globally recognised standard for Information Security Management
Systems (ISMS). This accreditation requires us to meet exacting standards of data security across all
processes and software which is monitored by both ongoing internal audits as well as through annual
monitoring by independent external auditors.

We hold Cyber Essentials certification.

Will your organisation use the data for any other purpose than agreed?

No. SalamanderSoft will only act on the agreed instructions of the Data Controller.

Will your organisation carry out any sort of marketing activity for the Data Controller?

No. SalamanderSoft does not provide this as a service, and we do not use customer data for marketing
unless customers have opted in.

What are the categories of the data processed by your organisation?

Please refer to the SalamanderSoft Data Processing Agreement

Do you have any security or information management accreditation?

Details of our accreditations and certifications can be found on our website’s Data Protection and GDPR
page.
We currently hold Cyber Security Essentials, ISO 27001 and ISO 9001 certification.

Where do you store personal data?

A full list of our sub processors including hosting providers can be found on the Sub Processors list.

Governance and Compliance

Do you have GDPR, data protection & Information Security policies/processes/procedures?

Yes, SalamanderSoft has internal data protection and Information Security policies/processes/procedures
which are regularly reviewed and conform with ISO 27001 requirements.

The procedures and policies comprise, but are not limited to, the following: Anti-Virus, Access Control, Bring
Your Own Device (BYOD), Information Security, Data Destruction, Data Protection, Incident Response Plan,
Password Policy and Data Protection Policy.

Is there a process in place to review and update these policies and procedures?

Yes, our documents are reviewed at least annually and as part of our internal audits schedule.

How do you ensure awareness and compliance of your staff with these policies and standards?

All new joiners are made aware of the relevant policies for their role as part of their induction. All staff are
required to undertake on-going Data Protection and Security Awareness training which includes GDPR
training.

As per Data (Use and Access) Act 2025, how should someone make contact if they wish to log a complaint?

For GDPR or Data Protection related complaints, please contact us on
dataprotection@salamandersoft.co.uk .
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We aim to confirm receipt of your complaint within 2 working days. If we need more information, we’ll be in
touch.

If you’re unhappy with how we’ve handled a GDPR-related complaint, you have the right to escalate the
matter by contacting the Information Commissioner’s Office (1CO).

Are external audits conducted?

SalamanderSoft undergoes an annual audit to maintain its ISO 27001 certification. Additionally, throughout
the year, the company may engage reputable third-party security providers to conduct supplementary
audits and IT health checks as deemed necessary to ensure ongoing compliance and robust information
security standards.

Personnel Security

How many staff does your organization have?

We are a Small and Medium Enterprise with fewer than 250 employees

Do you perform background checks on your staff?

All staff, both permanent and temporary, recruited within SalamanderSoft are vetted and DBS checked.

How do you ensure that your staff understand the information security requirements and practice non-

disclosure?

As part of our user awareness training program, we have a mandatory Cyber Security and GDPR training for
all staff.

Access to Customer Data and/or Network

Do you need access to our network for the delivery of the support services contracted to you? If yes, please

specify the procedure.

Yes, SalamanderSoft will need to connect to customer sites to provide installation and support. When this is
required, SalamanderSoft use a secure method of connection agreed with the customer.

Where will the support services be provided from?

All support is provided from the UK.

What is the access control process in place with respect to the data shared by the customer with the

support services?

Information is extracted from the MIS using the APIs provided by the MIS supplier, or in the absence of
them, by reading the database. SalamanderSoft uses the credentials that the school provides and depending
on the MIS provider and their security model, can only access the information that you give us access to.

When accessing a hosted MIS or destination system we will always use industry standard SSL encryption
where available.

We operate on a minimum access approach whereby our staff are given access to data only to the extent
that they require such access in order to perform their duties. Such access rights are reviewed regularly and
are subjected to review and change whenever a member of staff’s role and/or responsibilities change.
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Most of the data processing related to the management of provisioning data into the customers
destinations systems, such as M365, Google Workspace for Education, Apple School Manager, Paxton Net2
and JAMF.

By default, our solutions log all actions locally on the machine running the solution for auditing and
troubleshooting purposes. Some of the Log files can contain some personal information to aid
troubleshooting and auditing tasks. Where stored locally, the log file location should have appropriate
permissions applied. Log files that are accessed via Salamander Cloud or Salamander for Partners are stored
in an Azure Storage account.

Where the customer is using our Salamander Cloud and Salamander for Partner’s services, we store and
process a minimal amount of the schools MIS data in our secure Azure environment to support the
management of the solutions, provide information around logging and or the provisioned user accounts. A
minimal amount of MIS data is used to provide these services.

Your data may be stored and processed outside of the country where it is collected and held in a secure
Azure environment based in Europe (governed by EU GDPR) and the UK (governed by the UK General Data
Protection Regulation Act 2018 and the UK Data Protection Act 2018). No data will be processed in non-
UK/EU countries unless appropriate and equal data protection safeguards are in place through the use of
Standard Contractual Clauses. There are more details in our Data Processing Agreement.

How many staff will have access to the Data Controller’s data or network?

All support members of staff can have access, but it is agreed in advance with the customer and logged.
Some customers provide continuous anytime access.

Technical Measures

Do you have a security incidents procedure in place, and will we be notified of a breach?

Whilst our software and solutions are secure, there is always the possibility of a data breach occurring
whether through an issue with our solutions or by human error etc. In the case of a data breach affecting

personal data processed on your behalf, we undertake to notify you of any such breach as soon as
practicable and at least within two working days of our becoming aware of the data breach. The notification
will include the date and time we became aware of the breach, details of the breach, the personal data
affected and the data subjects affected and the actions we have taken to minimise the impact of any such
breach.

Please provide an overview of the security controls in place at sites from where you provide support

services.

Network Security

Firewall - SalamanderSoft uses a leading third-party product to ensure that all Company devices are
protected with a firewall which is managed centrally.

Anti-virus and Anti-malware - SalamanderSoft uses a leading third-party product to ensure that all Company
devices are protected with anti-virus and anti-malware, together with email processing and Web Protection
against malicious websites.

Patch Management - SalamanderSoft uses a leading third-party product to ensure that software updates
and security fixes are applied to our company devices.

Remote Access Security
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SalamanderSoft uses a secure remote access application agreed with the customer for access connection to
the customer network.

Resources

If you are undertaking a Data Protection Impact Assessment or completing a Security Questionnaire, there is
further information in the links provided below. Should you require additional clarification, please do not
hesitate to contact us at dataprotection@salamandersoft.co.uk .

Data Protection and GDPR Website Page: https://www.salamandersoft.co.uk/data-protection/

Privacy Policy: https://www.salamandersoft.co.uk/privacy-policy/

Data Processing Agreement:
https://www.salamandersoft.co.uk/gdprdocs/SalamanderSoft%20Data%20Processing%20Agreement.pdf

Standard Data Extracts:
https://www.salamandersoft.co.uk/gdprdocs/SalamanderSoft%20Standard%20Extracts.pdf

Sub Processors: https://www.salamandersoft.co.uk/gdprdocs/SalamanderSoft%20Sub%20Processors.pdf
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